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Address GDPR Cookie Compliance Requirements
The EU General Data Protection Regulation (GDPR) mandates that companies collect information from EU residents 
in accordance with very strict notice and consent requirements. For example, GDPR Article 5(1) requires that 
personal data be “processed lawfully, fairly and in a transparent manner". Under GDPR Recital 32, consents must 
be a "freely given, specific, informed and unambiguous" and be given by clear affirmative action. In addition, GDPR 
Article 7 imposes a record-keeping obligation on the controller to prove it lawfully obtained all consents.

TrustArc Cookie Consent Manager

TrustArc Cookie Consent Manager provides a powerful, flexible, proven solution to address cookie compliance 
under the GDPR, including support for visual customization and branding, implementation through a single script, 
zero cookie load, audit trails and global implementation through language detection. Cookie Consent Manager is 
hosted on reliable and proven TrustArc infrastructure and is managed by the TrustArc team, providing some of the 
highest uptime SLAs in the industry. TrustArc has been a leader and innovator in the EU consent market since 2012.

Features

Audit Trail and Compliance Reporting: 
Provides audit trails of having captured a user's 
consent and GDPR compliance reports, should a 
regulatory authority or a user require proof.

Tag Management System: Integrates with your 
tag management system to support the strictest level 
of consent -- a zero-cookie load. This means that you 
will be able to suspend cookies from loading onto 
your site prior to obtaining the user's consent.

Reverse IP Lookup: Identifies the country of each 
site visitor, allowing you to match the delivery of the 
consent notice to the applicable regulatory
requirements.

Dynamic Language Detection: Supports global
implementation of Cookie Consent Manager by
delivering the notice in the user's native language, 
using only one script rather than a script for each 
language.

Digital Scanning: Detects a broad range of tracking
technologies, including JavaScript tags, web beacons 
and local storage files. Automated ongoing scanning 
will help to ensure the accuracy of your notices and
that your compliance is maintained.

Visual Customization and Branding: Your 
consent mechanism can be custom-tailored to 
align with your corporate branding.
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Proven 8-Step Implementation Process

About TrustArc
TrustArc powers privacy compliance and risk management with integrated technology, consulting and TRUSTe 
certification solutions – addressing all phases of privacy program management.

Step One

Digital Scan

Setting up Cookie Consent Manager 
starts with a scan of your websites, up to 
thousands of pages deep. You can scan 
most pages, including those behind the 
login for cloud-based solutions. This scan 
provides insight into the first and third 
parties with access to your site.

Cookie Consent Manager will identify 
and organize trackers into customizable 
groups, providing your customers a choice 
of who tracks them and reducing the risk 
that they will abandon your site.

Create the customized notice and choice 
mechanisms that take your users through 
the opt-in/opt-out path which can be 
configured to enable compliance with 
applicable laws and regulations, as well as 
your internal policies.

Step Three

Consent Engine Configuration

Step Two

Trackers Analysis

Step Four

User Screen Customization

Add your logo, adjust the design, and 
change the copy of your Cookie Consent to 
fit the look and feel of your brand.

We will send you a short JavaScript tag that 
you can add to your site along with best 
practice tips for optimizing performance 
based on your website set-up. 

The technical Account Manager setting 
up your Cookie Consent will conduct 
thorough testing for you in a staged QA 
environment before your customers are 
potentially impacted.

Step Six

Quality Assurance

Step Five

JavaScript Implementation

Step Seven

Staged Deployment

Our Technical Account Managers will work 
with you to push your Cookie Consent 
live and then conduct real user testing to 
ensure seamless execution.

Once your Cookie Consent is in place, you 
can schedule regular scans to monitor new 
tracking activity. The integration of our 
scanning technology with Cookie Consent 
Manager lets you automatically update 
your consent notice.

Step Eight

Ongoing Monitoring


